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Data 
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 And Your 

Obligations
What is Data Protection?
It is the safeguarding of the privacy rights of individuals in relation to the processing of personal data. The Data Protection Acts 1988 and 2003 confer rights on individuals as well as responsibilities on those persons processing personal data.

What is a Data Controller?

A Data Controller is a person who, either alone or with others, controls the contents and use of personal data.

Responsibilities of a Data Controller? 

· Obtain and process information fairly.
· Keep it only for one or more specified, explicit and lawful purposes.

· Use and disclose it only in ways compatible with these purposes.

· Keep it safe and secure.

· Keep it accurate, complete and up-to-date.

· Ensure that it is adequate, relevant and not excessive.

· Retain it for no longer than is necessary for the purpose or purposes.

· Give a copy of his/her personal data to that individual, on request.

To Ensure your Compliance to Data Protection Act
· Be aware of your Data Protection responsibilities – especially in relation to processing personal data fairly.
· Appoint a Data Protection Officer

· Staff must be aware of their responsibilities – through appropriate internal training and/or written procedures and regulations of the internal data protection policy which outlines the 8 fundamental rules of Data Protection.
· The Data Protection Officer when appointed must oversee Enforcement of the 8 Rules of Data Protection. 
· With the Processing of Sensitive Data there are special conditions which must be met, namely:

· The subject must have given explicit consent to the processing and has been clearly informed of the purpose in processing the data, and has supplied the data with that understanding.
OR The processing must be necessary:
· for the purpose of obtaining legal advice.

· for the administration of Justice.

· for medical purposes.
· to prevent injury to the health o the data subject where the consent cannot be reasonably expected to be obtained.
· for the purpose of the assessment of a tax liability.

The Consequences of Non-Compliance?

· Inspection by the Data Protection Commissioner
· Public Naming of persons convicted
· Conviction with a fine of up to 100,000 euros
· Susceptible to: 
· Client Data Loss in event of a disaster such as server failure, water damage or fire
· Confidential Data Disclosure because of staff or non-secure procedures
· Accusations of Negligence around Data Protection.
Your Obligation Checklist 

· Is your company registered with the Data Protection Commissioner?
· Has your data been obtained fairly – and is this verifiable?
· Is your data used for the purpose agreed with the client when it was obtained?
· Is Client Data, at all times, safe and secure? (see Appendix 1) 
· Do all your e-mails have a confidentially clause?
· Do all staff contracts have a confidentially clause?
· Have you confidentiality contract with all your I.T support?
· Do you have a written defined policy on retention periods for all personal data?  (see Appendix 2)
· Is there a written and regularly reviewed access policy for staff established around sensitive data?  (see Appendix 3)
· Do you have a written procedure for handling access requests from individuals?
· Do you have a procedure for archiving or deleting data relating to former clients?
· Are all your computers password protected? 
· Are all computers screens details hidden from to callers to your office?
· Are all staff aware of their responsibilities under the Data Protection Act?
· Have you an appointed Data Compliance officer?

· Can you guarantee the Confidentially, Integrity and Availability of your Clients Data?
Appendix 1 - Definition of Secure Data

· Is all data encrypted when leaving your office?
· Is client data stored off-site in a secure environment?
· Do you have a documented disaster recovery plan?
Appendix 2 – Financial Regulator Requirements.

Investment Intermediaries shall retain in readily accessible form, for a period of at least 6 years from the date of the transaction a full record of each transaction enter into.

All records shall be made available for inspection by the FINANCIAL REGULATOR promptly on request and where not retained in legible form, must be capable of being produced in that form. 
An investment intermediary must have adequate procedures for the maintenance, security, privacy and preservation of records….so that they are reasonably safeguarded against loss, unauthorised access, alteration or destruction.   
Appendix 3 - Definition of ‘Sensitive Personal Data’

Data which refers to:

· racial or ethnic origins

· political opinions

· religious  beliefs

· trade union membership

· physical or mental health and conditions

· sex life or sexual orientations

· criminal (or alleged criminal) activities

· Criminal proceedings, criminal convictions (or any sentences imposed by the courts). [image: image2.png]
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